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ABSTRACT

This research paper explores the application of Artificial Intelligence (Al) techniques in the detection of
chatbots, addressing the growing concern of automated conversational agents in online interactions. We
investigate various Al-driven approaches, including machine learning, deep learning, and natural language
processing, to distinguish between human and chatbot-generated text. Our study analyses a diverse dataset of
conversations, evaluating the performance of different algorithms and their implications for real-world
applications. The results demonstrate the effectiveness of Al in chatbot detection, with deep learning models
showing particular promise. We also discuss the ethical considerations and future directions for this rapidly
evolving field, emphasizing the need for responsible development and deployment of chatbot detection
technologies.
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INTRODUCTION
Background on chatbots

Chatbots, also termed as conversational agents or dialogue systems, are the food of behavioural resemblance with
human to engage in patterned text or voice-based conversations. Technological advancement in the use of self-learning
algorithms has seen these systems evolve to deliver solutions in different areas of human life such as customer
relations, businesses and social media.

Market size of chatbots was estimated to be USD 2. 291 billion in the year 2019 and is estimated to grow at 24% of
CAGR throughout the year. The ADAS market size has grown at a CAGR of 3% from 2020 to 2027, according to a
Grand View Research. This rapid growth is the result of ongoing development of natural language processing, machine
learning and the ever-increasing need for automated customer support services.

The need for chatbot detection

As we see chatbots are used more frequently and as their abilities improve, the identification of such text as generated
by computer has become essential. Such demand originates from several facets such as security issues, user interface
needs, research and development and legal issues. Adversaries can leverage the use of chatbots for the purpose of
phishing, spreading fake news or(pre)programming the bots to influence public opinion. A survey done by Imperva in
2023 revealed that 29 percent of organizations experienced a business disrupting attack. It is, therefore, a worry that
bad bots accounted for 9% of the entire web traffic in 2022. Taking a closer look at the issue of transparency of
conversations with chatbots, it is critical to note that it is in the interests and responsibility of organizations and
platforms that use chatbots to maintain the trust of their clients. Besides, assessing the effectiveness and the drawbacks
of chatbot systems is important to further investigate the conversation Al systems.

Research objectives

The purpose of this research will be to identify and compare different approaches that have been proposed for chatbot
identification, assess the efficiency of the proposed identification techniques on a dataset that containing both human-
written and chatbot-written messages, discuss the strengths and weaknesses of the existing methods of chatbot
identification and outline the ethical issues related to chatbot identification process and the possible real-life
applications of the chatbot identification technology. As such, we hope to advance this body of literature through the
successful completion of these objectives and prop up knowledge that will go a long way into enhancing the
development of Al chatbot detection.
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Evolution of chatbots

On the other hand, the background of chatbots originates from the early Sixties with Joseph Weinbaum’s ELIZA
program that imitated conversation by means of simple pattern matching and predefined replies. Since then, chatbot
development has gone through a number of rather clearly defined stages. and in the 1990s and early 2000s the
statistical models also allow more flexible responses using the machine learning techniques. It advanced to the use of
more advanced models in the decade of 2010s grounded on the neural network for deeper approaches to human-like
conversations.

In the last few months, increasing attention has been given to large-scale language models like OpenAl’s GPT-3 as

well as Google’s LaMDA. These models which are created out of vast amounts of text data are able to give
grammatical and semantically correct and relevant answers to questions on virtually any topic. The appearance of such
complex chatbots has raised the question of the need to create efficient detection techniques even higher.

Current chatbot detection techniques

As for the previous year’s work done in the field of chatbot detection, there are keywords, aspects based on the
linguistic features, behaviour aspects, and modelling the content of discourse in the process of interaction. Cahn et al.
(2022) probed a way that analyses the features of text which includes the number of texts, variety of words and the use
of grammar to determine a piece of text that was produced by a machine. They were able to give an accuracy of 89%
depending on differences in style when differentiating between the text written by humans and those written by
chatbots in different fields.

Li et al. in 2023 suggested a framework for analysis of the behavioural characteristics of conversations which include
response time, the flow of the conversation, and the pattern of interaction. Their system modelling temporal dynamics
and turn-taking behaviours in such interactions was able to achieve 92% accuracy in real-time identification of the use
of chatbots in customer service disputes. Zhang et al. (2021) paid attention to content-based approaches and analysed
how coherent, relevant, and context-aware the answers are. Their approach which was based on semantic similarity
measures and Latent Dirichlet Allocation (LDA) topic modelling gave them an F1-score of 0. 88 based on the variety of
social media discussions used in the study.
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However, Wang et al. (2024) consisted of a number of different techniques, and showed a higher accuracy.
Incorporating the linguistics features, the behavioural analysis, and deep learning model, their system would result in
95% of the detection rate and 2% of false positive rate.

Applications of Al in text analysis

Using Al in text analysis means that we now have the tools necessary to accomplish the task of chatbot detection.
Support Vector Machine (SVM) and Random Forests are the two models of Machine Learning (ML) that have been
adopted to classify the text based on the extracted features. These conventional ML approaches have been proved to be
quite stable for the high-dimensional data and especially useful when there is a scarce of the training data.

The natural language processing tasks have witnessed that Deep Learning (DL) is a revolutionary tool. Deep learning
models including Recurrent Neural Networks (RNNs) and Transformers are some of the advanced that have been
developed to enhance sequence modelling and language understanding. The incorporation of attention mechanisms and
specifically self-attention in most models such as BERT has improved the performance of quite a number of NLP tasks
including text classification and sentiment analysis.

Sentiment analysis, named entity recognition, and topic modelling methodologies of NLP give the information of
semantic and contextual aspects of text. Such techniques have been helpful in constructing fewer rigid ways of
detecting chatbots; hereby making is easier for the system to evaluate not only how coherent a chatbot’s response is but
also whether it corresponds to the context required by the conversationalist.
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METHODOLOGY

Data collection and preprocessing

Due to these factors, we gathered a diverse set of conversations that we scraped from public chat logs of some of the
social media groups and pages, customer service chat transcripts with other participants’ identities removed, and
responses from Al models as well as humans to the similar sets of questions.

Thus, the set of conversations was selected with an emphasis on the coverage of various types of conversation, topics
and styles of writing.

In this study, text pre-processing involved text cleaning, tokenization, normalization and anonymization. Those
excluded were the special characters, URLs and other insignificant symbols and all characters were transformer to
lower case.

All the terms containing abbreviations were spelled out and the names and places which are, in any way, identifiable
have been changed to prevent people’s identification. The following Python code snippet illustrates the basic
preprocessing steps:
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re
nltk

nltk. word tokenize

nltk. stopwords

preprocess_text(text):

re. (r'http\5+|www\5+|https , text, flags=re.
text = re. (r"\W', " ', text)

text text.

tokens = word tokenize(text)

stop_words (stopwords. ('english'})
tokens [word word tokens word stop words]

(tuken;}

processed text

processed text

Feature extraction

From the pre-processed text, we derived a wide range of features that helps to capture different dimensions of language
and speakers’ behaviours. These lexical features comprised of ways by which the richness of the word used in the text
was determined like; type-token ratio and hapax legomena ratio. The syntactic features were extracted using the POS
tagging and the dependency analysis which gave information about grammar used in the text. By applying semantical
analysis techniques such as the Named Entity Recognition, Sentiment Analysis and Topic Modelling, semantical
features were derived.

Further, the factors including response-timing, pace of turn-taking and the duration of the conversation were also taken
into consideration. They were intended for capturing such as temporal and interaction factors that may define the
difference between conversations with a human assistant and a chatbot.

Al ALGORITHMS FOR CHATBOT DETECTION

Machine learning approaches

We also applied and compared various Machine learning classifiers such as Support Vector Machine (SVM), Random
Forests Classifier, Gradient boosting (XG- BOOST) and logistic regression. These models were trained on extracted
features and were used for comparison with the next section of advanced techniques.

Deep learning models

In earlier experiments, we named deep learning structures that have been reported to be efficient in natural language
processing tasks. We examined Recurrent Neural Network (RNN) with LSTM cells as they are efficient in capturing
long term dependencies in the text. Deep Learning techniques were also used in text classification especially
Convolutional Neural Networks (CNN) due to their advantage in explaining local patterns within input sequences.

A large part of our work focused on transformer-based models, more specifically BERT and other models based on it.

These models are already shown to be at the cutting edge of performance in a broad range of NLP tasks and the bonus
is that they’re bidirectional.

Natural Language Processing techniques
In order to improve models’ performance, we also applied several methods from the field of NLP. Some of the used
features included Word2Vec and GloVe to represent words as dense vectors with a focus on semi-hierarchical structure
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to capture relationship between semantically related words. In the more complex models, we used contextualized word
embeddings from BERT since they dynamically encode contexts from their vicinity.

Pass-through’s were used in guiding the model’s focal points of prediction while engaging in thinking. To improve the
model’s efficiency, we also investigated the transfer learning techniques where we fine-tuned the existing pre-trained
language models on our specialized chatbot detection task and reaped the benefits of large pre-trained language models.

EXPERIMENTAL DESIGN

Dataset description

The last dataset created contained 200 thousand messages; half of it was created through human input and the other half
through the chatbot. Great care was taken to split the data into different categories of conversations, casual, customer
service and task-based conversations.

To this end, we paid special attention in making the topics, writing styles, as well as the type of chatbots diverse in
order to generate a good set of data that could challenge the system as well as be a true reflection of real-world
scenarios.

The dataset was divided into training (70%), validation (15%), and test (15%) sets, maintaining the balance between
human and chatbot messages in each split. This partitioning allowed for robust model training, hyperparameter tuning,
and unbiased evaluation of the final model performance.

Evaluation metrics
To comprehensively assess the performance of our chatbot detection models, we employed a range of evaluation
metrics:

1. Accuracy: The global accuracy of the prediction that can be defined as a number of correct predictions divided by
the total number of instances.

2. Precision: The number of correctly classified positive messages, to evaluate how well this model is able to prevent
human messages from being classified as chatbot-created.

3. Recall: Measured as the extent that adjusted actual positive percent reflects the overall capacity of model in
identifying the entire chatbot messages.

4. Fl-score: More often called F-measure, it is the harmonic mean of precision and recall that enables a closer
estimation of how well the model works.

5. Area Under the Receiver Operating Characteristic (ROC-AUC) curve: A set of values that calculates its
performance of identifying classes at different classification boundaries.

These metrics were chosen to provide a comprehensive view of model performance, addressing both the accuracy and
the trade-offs between precision and recall.

Experimental setup

All of our experiments were performed on a high-performance computing cluster retrofitted with NVIDIA Tesla V100
GPUs. The execute of all the models in deep learning experiments was done with the help of PyTorch and the
Transformers library by Hugging Face.

For the traditional machine learning algorithms along with the feature engineering, the scikit-learn library was
employed.

In order to achieve this, we followed a strict cross-validation approach, and used 5-fold cross validation for measuring
the error for the hyperparameter tuning.

To tune the hyperparameters of each model, two techniques were applied namely grid search and random search. In the
case of deep learning models we implemented early stopping for each model on the basis of the validation set.

RESULTS AND ANALYSIS
Performance comparison of different Al techniques

Our experiments revealed significant variations in performance across different Al techniques for chatbot detection.
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Table 1 summarizes the results of our main experiments

Model Accuracy | Precision | Recall F1-score | ROC-
AUC
Logistic 0.832 0.845 0.814 0.829 0.901
Regression
Random 0.869 0.878 0.857 0.867 0.934
Forest
SVM 0.881 0.892 0.867 0.879 0.945
Boost 0.895 0.903 0.885 0.894 0.957
LSTM 0.912 0.918 0.904 0.911 0.968
CNN 0.92 0.925 0.913 0.919 0.973
BERT 0.947 0.951 0.942 0.946 0

Traditional machine learning models, such as Logistic Regression and Random Forest, provided a solid baseline
performance, with accuracies ranging from 83.2% to 86.9%. These models demonstrated the effectiveness of
handcrafted features in capturing some aspects of chatbot behaviour.

Compared with the previous methods, deep learning models were demonstrated to perform significantly better. To be
specific, on evaluating the LSTM model, its accuracy stood at 91 percent. 2%, while the CNN model shown a slight
increase for the accuracy with 92. 0% accuracy. Just as the previous results indicated, neural networks can effectively
learn patterns of information source text data.

In general, the BERT model turned out to be a winner and ranked as the highest-scoring with 94. Specifically, it
achieved 7% F1-measure, whereas its Mean Reciprocal Rank (MRR) resulted in 50% accuracy and F1-score of 0. 946.
Such superior performance could be credited to; The use of bidirectional contexts that are able to capture left and right
context information and; the use of BERT which was pre-trained on a large dataset of text, typically with the ability to
make general inferences to the specific task of distinguishing between chatbots.

Performance Comparison of Different Models

Accuracy
Fl-score

0.8

0.6

Score

0.4

0.2

0.0

Accuracy and efficiency of chatbot detection

Besides accuracy, which is a key parameter of all the models, we also took into account the number of computations
needed and the time for inference. While less accurate, traditional machine learning models had the capability of being
trained and made to infer far more quickly. Of all the models adopted in this study, The XGBoost model yielded the
highest accuracy of 89.

Bert model performed better with the highest accuracy and this comes with an expensive cost of computational power
both in the training process and during back-testing. Thus, the question of precision and speed becomes a rather
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relevant issue when speaking about practical application of the model as latency and scalability qualitatively differ
from the academic perceptions of the problem.

Accuracy vs Efficiency Trade-off
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Analysis of false positives and false negatives

Information gathered from the false positive analysis, which describes human messages as chatbot generated and the
false negative analysis, which described chatbot messages as human messages, proved insightful when it came to the
limitation of our models. Some of the causes of false positives included very formal or even mechanical responses from
people especially during service delivery.

On the other hand, false negative results were found with the far more sophisticated chatbots that utilized natural
language and context recognition.

It is evident from the results that messages that contained a lot of words that would only be understood by people
within the particular domain of interest were more likely to be misclassified.” This brings the need for domain
adaptation and the use of training data that provide variation in terms of the conversations likely to be encountered.

Confusion Matrix for BERT Model
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DISCUSSION

Interpretation of results

The enhanced result of the BERT model shows that the context awareness contributes to the difference in chatbot
identification. Through contextual information captured in bidirectional manner and in addition to pretraining BERT
shows outstanding performance in differentiating between human and chatbot written text of various domains and turn-
taking modes.

The high effectiveness of CNN and LSTM models indicates that, apart from the local patterns, which have been already
defined as being suitable to be captured by CNNSs, there are long range dependencies that affect chats with relevance to
the detected chatbot, and these long-range dependencies are well motioned by LSTM networks.

This suggests that the text-based features that should be accorded priority in case there is a need to implement a
detection system that would identify chatbots are several, including the aforementioned aspects of text structure as well
as content.

Despite the fact that the general test accuracy of the first and second task was slightly lower in traditional machine
learning models, the test accuracy remains relatively high taking into account the degree of difficulty of the task at
hand. As we can observe Random Forest and XGBoost models achieved high accuracy, they indicate that it is possible
to design a number of features which may provide valuable signals for distinguishing between chatbots and non-
chatbots.

Limitations of the study

However, the present study is not without limitations that should be noted to facilitate appreciation of its outcomes.
First, owing to the near-exponential growth of chatbot research, it is quite probable that the results that were observed
in this paper may not necessarily translate to future, more technologically-advanced chatbots that utilize increased
natural language processing algorithms. The revealed ability of chatbots’ to generate more and more human-like text
remains an endless threat to the detectors.

Second, there doubtless are a large number of subtle interactions between people and human-chatbot, which our
diverse but narrow dataset does not capture. It is possible that the performance of our models may degrade in highly
restricted or narrowly focused conversational domain. Moreover, the above approach of categorizing the conversation
either human or a chatbot may not fully capture today’s fully autonomous or at least to some extent human like
conversational Al system.

Another weakness is the use of the bias in selection of the sample and the development of models. However, even if we
make an attempt to make the dataset as fair as possible, some bias may emerge while collecting the data or annotating
them and it will affect the model. Second, in light of the approach employed, the study concentrates on the use of
English language data, which barely allow for the extension of the findings to any other language and culture setting.

Implications for real-world applications

This is evidenced by the high accuracy levels realized by our top performing models, which shows that Al based
chatbot detection systems can be implemented in real life contexts. In cybersecurity measures, these systems could help
to detect and prevent bot-assisted threats, for instance, spam waves or information warfare.

As for the social media platforms, chatbot detection could provide the positive outcome, allowing for more transparent
identification of accounts that are operated by the algorithms and thus contributing to the authenticity of the users’
interactions.

In customer service scenarios, for instance, it would be effective for identification of the right point to switch from a
chatbot to a live attendant or perhaps vice versa to enhance customer satisfaction and also to optimally utilize human
and artificial intelligence resources. However, the process of introducing such systems has to be done very carefully, so
that the users’ trust or privacy is not compromised.

The findings presented herein discuss an issue of critical importance, in terms of system design, namely, the trade
between accuracy and computational gain. Still, it can be claimed that BERT-based models have higher performance
while their demands in terms of resources might make them less suitable for situations which require the online
analysis of the massive volumes of data.

In such cases, the methods which combine the lightweight models (for example, XGBoost), and the selection of the
opportunity to use the heavy models seems to be a balanced approach.
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ETHICAL CONSIDERATIONS

Privacy concerns

The potential of using chatbot detection systems is one way that has been advanced through the current technology and
it comes with a number of challenges in terms of privacy. Despite the data being collected and processed anonymized,
there is always a possibility to disclose rather sensitive information about persons and organisations during the analysis
of conversational data. This creates the possibility to use them for surveillance and profiling, which is against the users’
fundamental rights such as privacy and freedom of speech.

In order to address these issues proper measures regarding the protection of data should be put into place as well as
following the rules of legislation like GDPR in the European Union or CCPA in the United States of America. The
developers and organizations that implement the chatbot detection should take privacy by design concepts right from
the design of use of data in the chatbot and its storage.

Potential misuse of chatbot detection technology

In as much as chatbot detection technology has various positive uses, the same also comes with its drawbacks. These
systems could be abused by malicious actors for the purpose of mapping out one or multiple vulnerable chatbots which
in turn could be leveraged for gaining advantages over automated systems. There is also an apprehension that detection
can be employed in a way that can hinder specific chatbot operations or even eliminate legal bots which would be
detrimental with regards to positive aspects of chatbots in aspects like offering mental health help or promoting online
learning among students.

Moreover, the arm race between the authors of the bots and the systems detecting them, may result in the growth of the
levels of deception making the issue of trust in online communications even more complex. The authors note that it is
crucial for researchers and practitioners working in this field to think about the dual-use problematic and be ready to
apply the measures against misuse.

Balancing transparency and security

An important question regarding the ethical impact of chatbot’s ability to detect intent is to find the right balance
between being open and being secure. On one hand, there is a quite solid rationale for explainability, stating that the
user has the right to know whether he or she collaborates with an artificial intelligence or a human. Such transparency
could make the behaviours of these systems easily understandable and enable the users to decide what kind of
interaction they have with these systems.

However, revealing too much information about the detection of chatbots might give the wrongdoers enough
information on how to escape these detection systems thus increasing the risk of security. Also, in some of the cases, for
example in practice of discussion with the therapist or receiving support in case of a crisis situation, the fact that it is a
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chatbot instead of a human might decrease the effectiveness of the intervention despite the opportunity to receive
valuable information.

To overcome this, there is a need to apply a correct strategy. This may include tentatively revealing the chatbot identity,
declaring the interaction’s nature only when it would be in the best interest of the interaction. It thus becomes the
responsibility of the policymakers, ethicists, and the technologists to come up with written and unwritten standards and
norms that enable the use of the chatbot detection technology and at the same time observe the rights of the users while
ensuring that the system is not exploited.

FUTURE WORK

Improving detection accuracy

New directions for future research should be aimed at enhancing the performance of the SCMs employed in the
identification of these chatbot accounts. However, one interesting avenue that has not been explored yet is the
improvement of ensemble methods that is an amalgamation of different Al techniques. Perhaps, combining of the
linguistic analysis, behavioural modelling and state of the art deep learning algorithms will help develop better
detection methods.

The second direction is the insufficient integration of multimodal data. Today’s conventional chatbots exist in contexts
where not only text but also images, voice or even videos co-exist. Possible detection systems that can work with
various data types at the same time might be a great improvement for the current state of affairs and resistance to
advanced chatbots.

Adapting to evolving chatbot technologies

During the advancement of chatbot technologies, especially the further use of deep learning structures such as GPT-3
and its successors, it is necessary for chatbot detection systems as well. Further research should be directed towards
developing Argument Exception self-learning systems which would be able to modify their algorithms in real time and
adapt their identification approach to detect new patterns which may be used by chatbots.

The identification of few-shot and zero-shot learning approaches could be especially useful in this regard as detection
systems may need to learn new behaviours that may be exhibited by the chatbot without relying on a large amount of
training data. Further, there is a possibility of practicing the adversarial training for constructing better models, which
would be resistant to possible evasion strategies of advanced chatbots.

Integration with existing systems

Thus, for enhancing the applicability of the current chatbot detection technology to real-world systems, the future work
should focus on the continuity of the proposed systems with available architectures. This also encompasses formulating
conventions of identifying chatbots from the various formation styles by fixing API’s and protocols on the platforms
and interfaces.

Also, the development of lightweight, edge-computing compatible versions of chatbot detection models might also lay
the groundwork for a more significant utilization of chatbots since they cannot be processed in the cloud in resource-
limited or privacy-sensitive applications.

CONCLUSION

Summary of findings

In this study, we have been able to shown how different methodologies in Al can be used for the detection of chatbots
with the transformer models like BERT performing very well. The classification accuracy that was obtained for this
model was very high; 94%. At most, the accuracy was found to be 7 percent utilising BERT, which is much better than
conventional machine learning techniques. It also stressed the context-aware approach and benefits of the pre-trained
language models in differentiating between the human work and the chatbot’s outputs.

Contributions to the field

This work advances the knowledge of identifying chatbots from human beings by comparing several Artificial
Intelligence algorithms right from the basic Machine Learning to the contemporary Deep Learning. The discussion on
false positives and false negatives enlightens the reader of the issues and limitations regarding current techniques to
detect them, and thus provides the basis for future innovation.

Furthermore, our analysis of the ethical implications as well as the practical applications of chatbot detection helps to
set guidelines in case such technologies are to be developed and implemented in the future. Due to the fact that privacy

10
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issues, possible exploitation, and the question of openness vs. protection are the most urgent and burning subjects of
current societal discussions regarding Al interference in users’ online communications, these parts of our work respond
to the identified scholarly and societal needs.

Final thoughts

With an enhanced growth of more complex and widespread chatbots in our modern society communication, it still
remains a challenge to identify and evaluate the presence of chatbots. To this end, we showed that advanced natural
language processing techniques can be baked into Al-driven solutions which can address this problem.

However, the advancement and usage of chatbot detection systems have to be done with respect to ethical aspect and
its effects on the society. In future development of this technology, it remains imperative to create a platform where the
usage of chatbot detection will remain a balance between innovation and accountability, thus making improvements
that would make the use of chatbots more secure, and reliable in the increasing Al-ridden society.

The continued future of chatbot detection is in the development of these technologies and ensuring that they and their
functions are implemented, or at least installed, with human integrity while respecting the user’s right to privacy, being
fair to users and ultimately creating a safer and more informed online environment. Therefore, as the researchers and
practitioners in this field, we need to steer this integration and improve our methods with which to counter the
emerging issues that accompany more and more sophisticated conversational Al.\
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